DEPLOYMENT DOCUMENTATION

Download & install winscp, putty
Deployment details

There is a WinSCP column that contains the username, IP address, and password. Use these credentials to log
in to WinSCP.

I have kept local code in the LHS (left-hand side) and server code in the RHS (right-hand side), so we will use
this setup throughout the entire document.

Most of the projects are hosted on the 91.108.104.94 server. (Adyant server)
Xenia Hotel is hosted on 145.223.20.247.

GPLLC is hosted on 31.220.17.212.

oM is hosted on 145.223.20.246.

For frontend

First, we pull the latest code from Git.

Then, we copy all the folders and paste them into our local.

After that, we install the Node modules for the React application.

Then, we add the domain name (for example, https://adyant.co.in) in the React application’s
configuration file (for example, config.jsx).

After that, we run the command npm run build.

Finally, we upload all the contents of the build folder to the project’s directory on the server, located at
/usr/share/nginx/html/project_directory

After a successful login in winscp
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Show Login dialog on startup and when the last session is dosed

We navigate to the directory
<root> usr/share/nginx/html
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Inside this directory, we will find folders for the respective projects.

(Check the below SS and see RHS section)
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To deploy a specific project, we
project folder. (Check below SS)

The Lost Bus official t.

need to merge the build folder of our React app into the corresponding
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For backend
In settings.py, find the middleware section.

After 'django.middleware.common.CommonMiddleware', add
'whitenoise.middleware. WhiteNoiseMiddleware'.

Change the database name and other details as needed.

Add CSRF_COOKIE_SECURE = True
Add CSRF_TRUSTED_ORIGINS = ||

For example, set CSRF_TRUSTED _ORIGINS=['https://raipurnairsamajam.com,
'http://raipurnairsamajam.com’].

Example MIDDLEWARE list:

MIDDLEWARE = |
"corsheaders.middleware.CorsMiddleware",
'django.middleware.security.SecurityMiddleware',
'django.contrib.sessions.middleware.SessionMiddleware',
'django.middleware.common.CommonMiddleware',
'whitenoise.middleware. WhiteNoiseMiddleware',
'django.middleware.csrf.CsrfViewMiddleware!,
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking. XFrameOptionsMiddleware',

Example DATABASES settings:
DATABASES = {
"default": {

"ENGINE": "django.db.backends.postgresql",
"NAME": "nair”",
"USER": "admin",
"PASSWORD": "Adyant@o0122",
"HOST": "localhost",
"PORT": "5432",



)
Change SITE_URL to your domain, for example: SITE_URL = "https://raipurnairsamajam.com/".
Change static_url = ‘static/’ to static_url = ‘staticfiles/’
And add
STATICFILES _DIRS = |
BASE_DIR / "static",

In requirements.txt, add:

e psycopg2-binary==2.9.5
e whitenoise==6.0.0
e gunicorn==20.1.0

Keep the migrations in sequence.

Upload the entire backend folder to /var/www/html/project_directory (Take reference from below SS)
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Now to open pultty



Please login to winscp using ip and password and open putty (on top left side, below Tabs)
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Give password Adyant@o122 or Adyant@o12024 (Please check the deployment sheel also as mentioned in
starting of the document)

For backend
Navigate using below commands
- Navigate to root directory and web directory:
¢ cd /root/
¢ cd /var/www/html/

- create folder for project-directory
€ mkdir project_directory_name (eg mkdir nair)

- navigate to directory
€ cd project_directory_name/ (eg cd nair/)

= create virtual environment
4 python -m venv env or pythons -m venv env

- In the same directory activate virtual environment



€ source env/scripts/activate/

- Then will navigate to
€ cd backend/
4 Install the libraries pip install -r requirements.txt
(we can check the installed libraries using pip freeze)

Create new database (Check the below SS)

1. Switch to the postgres user:

su - postgres

2. Access the PostgreSQL prompt:
psql

3. Create a new database:
create database database_name; (e.g. create database nair;)

4. Connect to the newly created database:
\c database_name (e.g. \c nair)

5. Grant privileges to the admin user:
GRANT CREATE ON SCHEMA public TO admin;

6. Exit the PostgreSQL prompt:
Press Ctrl + D

7. Exit from the postgres user session:
Press Ctrl + D again

1. Ensure you are inside the backend directory:
cd backend/

2.Run database migrations:
python manage.py migrate

3. Create a Django superuser:



python manage.py createsuperuser
Follow the prompts to enter username, email, and password.

4. Start the server using Gunicorn (in the background):
gunicorn --workers 3 --bind 0.0.0.0:port_number backend.wsgi --daemon
(eg gunicorn --workers 3 --bind 0.0.0.0:8013 backend.wsgi --daemon)
Replace port_number with your desired port (e.g. 8013).

5. Restart the Nginx service to apply changes:
service nginx restart

Note: Make sure to update the port number if required.



For SSL certificate generation

Open winscp (then navigate to nginx configuration folder)
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Here create .conf file. Take reference from any previous file (say nair.conf)

- Change the server_name
¢ Update the domain name

- Path of backend & frontend directory
€ location /
€ location /media/
€ location /images/

- Update the port number
€ location /api
4 location /admin
€ location /staticfiles (in proxy_pass)

Remove the ssl_certificate /etc/letsencrypt/live/raipurnairsamajam.com/fullchain.pem; and
ssl_certificate_key /etc/letsencrypt/live/raipurnairsamajam.com/privkey.pem;


http://raipurnairsamajam.com/fullchain.pem
http://raipurnairsamajam.com/privkey.pem

/| retc/nginx/conf.d/nair.conf - root@91.108.104.94 - Editor - WinSCP
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lserver {
# listen 443 ssl;
listen 80;
server_name raipurnairsamajam.com;
client_max_body_size 2G;
location = /favicon.ico { access_log off; log_not_found off; }
location / {
root /fusr/share/nginx/html/nair;
try_files $uri /index.html;
¥
location /api {
proxy_pass http://0.0.0.0:8013;

location fadmin {
proxy_pass http://0.0.0.0:8013;

location /media/ {
alias /var/www/html/nair/backend/media/;

location /images/ {
alias /var/www/html/nair/backend/media/Images/;

¥

location /staticfiles {
proxy_pass http://8.0.0.0:80813;
proxy_redirect default;

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Host $server_name;

¥

# ssl_certificate /etc/letsencrypt/live/ramkrishnainstitute.com/fullchain.pem; # managed by Certbot
# ssl_certificate_key /etc/letsencrypt/live/ramkrishnainstitute.com/privkey.pem; # managed by Certbot

listen 443 ssl; # managed by Certbot

ssl_certificate /etc/letsencrypt/live/raipurnairsamajam.com/fullchain.pem; # managed by Certbot
ssl_certificate_key fetc/letsencrypt/live/raipurnairsamajam.com/privkey.pem; # managed by Certbot
include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ss1_dhparam fetc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

¥
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Open putty (give password)
- Navigate to the specific directory
cd /root/
cd /var/www/html/
Then navigate to specific directory (eg cd nair/)
Activate environment ( source env/bin/activate )
Then run command history|grep cerbot ( you will see list of commands )

L 2R 2R 2R 2 2

Below is the command used to generate SSL certificate

certbot --nginx -d raipurnairsamajam.com -d www.raipurnairsamajam.com

(Change the domain name)

This command will create ssl_certificate & ssl_certificate_key in .conf file (nginx configuration file)



http://www.raipurnairsamajam.com
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For multiple domain names (tenant project)

certbot certonly --agree-tos --email info@adyant.co.in --manual --preferred-challenges=dns -d
* restroscans.com --server https:/acme-voz.api.letsencrypt.org/directory -v

Change the domain name restroscans.com

(For reference check above SS)

To add a new DNS record in GoDaddy, go to the domain 'retroscans.com’, click on 'DNS', and then select 'Add
New Record'.

New Records I

DNS o

TIXT records are used to verify domain ownership, SS5L verification, and email sender policies. \[}
Transfers

Type * Name * Value * TTL
Services v TXT v ‘ _acme-challenge ‘ NBtMs29VakQtJH2tk1IA8 _toX3iNt16Z5HpbU ‘ [ 1 Hour v ]
Settings v

Add More Records Cancel

Activity Log
*++ Actions

From the Type dropdown, select TXT. In the Name field, enter _acme-challenge, and in the Value field, paste
the following value from the PuTTY terminal:

NBtMs29VgkQtJH2fk1IA8 _toX3iNt16Z5HpbUoGHjuo

Finally, set the TTL to 1 Hour.

(Please check above SS)

Then save the details

DNS

M _acme-chall NBtMs29VgkQtJH2fk11A8 _toX3iNt16Z5HphU
TXT ) 1 Hour
Transfers enge oGHjuo

Gl
)

Then in putty click on Enter to continue


http://restroscans.com
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o ) ENG

Please note down the date when certificate will expire



If a project is already deployed and is being deployed again, then

First open winscp and then putty

Give password then run commands

cd /root/

cd /var/www/html/project_directory_name/ (eg cd /var/www/html/nair)
Then grab the gunicorn process using ps -ef|grep guni

Kill the process by using command Kill -9 process_id for the specific port number (eg Check above SS & give

command Kill -9 1350477)
After one minute, check again if any more process is running or not by using ps -ef|grep guni if any more
process are running then kill the process using command Kill -9 process_id

When no process are running for that particular port number then merge the backend and frontend code

For frontend

=]
*

ﬁ nair - root@%1.108.104.94 — WinSCP -
Local Mark Files Commands Tabs Options Remote Help

[ 2 [ Synchronize

Queue - © Transfer Settings Default -~
B ro0t@91102.10434 X B NewTab ~
=D NewVolume = [+ [F] ~ i KRRl nair B ie- i fa @ 3 | [ Find Files
New - + 4 New ~ + 4

D:\Deploymentiramkrishna 30-06-2025\frontend\build\ Just/share/nginx/htmi/nair/
Name - Size Type Changed ~ || Name - Size Changed
. Parent directory 30-06-2025 22:52:53 tf 05-06-2025 11:52:32

static File folder 30-06-2025 22:52:53 static 30-06-2025 00:14:04
[8] 11044-removebg-preview.png 27KB  PNG File 26-12-2024 10:33:54 [#) adyant_loader.gif SSIKB  16-04-2025 12:28:13
[8] adyant loader.gif S53KE  GIF File 26-12-2024 10:33:54 asset-manifestjson 2KB  30-06-2025 00:11:33

asset-manifestjson 3KE JSOMSourceFile  30-06-2025 22:52:53 [£) background_image_1jpeg 10KB  16-04-2025 12:28:13
(=] b.jfif 35KE JFIF File 26-12-2024 10:33:54 [5] background_image 2jpeg 44KB  16-04-2025 12:28:13
[5] background_image_1jpeg 10K JPEG File 10-01-2025 23:56:38 [) background_image_3jpeg 13KB  16-04-2025 12:28:13
[8] background_image_14jpeg 18KB JPEG File 13-01-2025 18:08:10 [) background_image_4jpeg 13KB  16-04-2025 12:28:13
[] britishflag.jpg 143KB PG File 26-12-2024 10:33:54 [) background_image_Sjpeg 14K 16-04-2025 12:28:13
[] business_principle_default_4png 122KB  PNG File 26-12-2024 10:33:54 [#) background_image_6,peg 34K 16-04-2025 12:28:13
%] dropdewn_default_icon_removebg.png 96KE  PNG File 03-01-2025 16:16:52 [5] background_image_14jpeg 12KB  16-04-2025 12:28:13
Braviconiico 4KE Icon 26-12-2024 10:33:54 (%) background_image_nair_samajjpeg 10KB  16-04-2025 12:28:13
[8] footerdjfif 21KB JFIFFile 26-12-2024 10:33:54 [2) bg_image_2jpeg SOKB  16-04-2025 12:28:13
[8] footerr jfif 29KB JFIF File 26-12-2024 10:33:54 [2) bg_imagedjpeg 116KE  16-04-2025 12:28:13
[ french flag.jpg 39K IPG File 26-12-2024 10:33:54 [#) bgimage jpeg 102K 16-04-2025 12:28:13
[] globe2.png 342KB  PNG File 26-12-2024 10:33:54 [%) bgimage',jpg 24KB  16-04-2025 12:28:13
%] head1,jpeg SOKE JPEG File 26-12-2024 10:33:54 [5] breadcrumbs-bg.jpg 17KB  16-04-2025 12:28:13
[5] head11,peg 6KE JPEGFile 26-12-2024 10:33:54 [%) britishflag.jpg 143KE  16-04-2025 12:28:13
[8] home_page_drop_down_default_removedbg.png 44KB  PNGFile 08-01-2025 15:12:37 [) business_principle_default_4.png 122KB  16-04-2025 12:28:13
[8] home_page_video_background_image.jpeg 202KB  IPEG File 08-01-2025 22:52:23 [) download_icon.png 16K 16-05-2025 12:22:34
[5] homepage_dropdown_1.jpeg 63KB JPEGFile 13-01-2025 17:08:07 [#) dropdown_defsult_icon_removebg.png KB 16-04-2025 12:28:13
€ indechtml 1KE Microsoft Edge H...  30-06-2025 22:52:53 favicon.ico 4KB  16-04-2025 12:28:13
[d] india_flag.PNG 22KE  PNG File 26-12-2024 10:33:54 (%) flyeripg 65KB  19-06-2025 22:20:01
[5] logo192.png 6KB  PNG File 26-12-2024 10:33:54 [%) foootermrfif 43KB 16-04-2025 12:28113
[5] logos12.png 10KB  PNG File 26-12-2024 10:33:54 [2) footer_background_image.jpg 33IKE 09-05-2025 16:22:41

manifest json 1KB JSOMSourceFile  26-12-2024 10:33:54 [%) footer4 it 21KB  16-04-2025 12:28:13
[5] menu_header_1jpeg SOKE IPEG File 26-12-2024 10:33:54 [%] footemew! it 2TKB  16-04-2025 12:28:13
[#] Rightarrowlmage jpeg 28KE JPEG File 26-12-2024 10:33:54 [] footerr jfif 20KB  16-04-2025 12:28:13
= robots ixt KB Text Document 26-12-2024 10:33:54 [%) french flag.pg 99KE 16-04-2025 12:28:13
[8] rotate-removebg-preview.png 35KB  PNG File 26-12-202410:3354 || [5] globez.png KB 16-04-2025 12:28:13
? > : >
0B of 243 MBin 0 of 34 0B of 322 MB in 0 of 53

SFTP-3 |, 0:52:11

" /=] | s = g  1Em
N & 28°C Cloudy O W ) 7 ENG T 5

H £ Type here to search ‘.1‘_;1‘; 5 O m 9 B & ¥ s ) o }

e Please check the above SS in Right side column (/usr/share/nginx/html/nair/)
e Delete all the build from RHS and upload the latest build from LHS



For backend

FE"!J nair - root@91.108.104.34 - WinSCP - x
Local Mark Files Commands Tabs Options Remote Help

[ 7 [ Synchronize 2 =

Queue - - Transfer Settings Default L 2
B 00t@91.10810494 X B NewTab ~
= D: NewVolume = [7 ~ [7] ~ = eSS nair FE-@- i = fa @& S | B FindFiles
New + : [+ ki New + : [+ ki

D:\Deployment\ramkrishna 30-06-2025\frontend\build\ /var/www/html/nait/
Mame . Size Type Changed ~ || Name h Size Changed Rights
. Parent directory 30-08-2025 22:59:53 i 20-05-2025 17:20:14 WK T-Xrx

static File folder 30-06-2025 22:59:53 backend 26-04-2025 12:00:07 IWKT-XT-X
[5] 11044-removebg-preview.png 227KE  PNG File 26-12-2024 10:33:54 env 19-04-2025 16:14:54 XX
[5] adyant_loader.gif S53KB  GIF File 26-12-2024 10:33:54

asset-manifestjson 3KB JSONSourcefile  30-06-2025 22:59:53
[8] b.jfif 35KB JFIF File 26-12-2024 10:33:54
[5] background_image_1jpeg 10KB JPEG File 10-01-2025 23:56:38
[5] backgreund_image_14,peg 18KB  JPEG File 13-01-2025 18:08:10
[=] britishflag.jpg 143KE  JPG File 26-12-2024 10:33:54
(8] business_principle_default_4.png 122KB  PNG File 26-12-2024 10:33:54
[8] dropdown_default_icon_removebg.png 96KB PNG File 03-01-2025 16:16:52
Btavicon.ico 4KB lcon 26-12-2024 10:33:54
[8] footerdjfif 21KB JFIF File 26-12-2024 10:33:54
(] footerrl jfif 29KB JFIF File 26-12-2024 10:33:54
[=] french flag.jpg 99KE PG File 26-12-2024 10:33:54
(5] globe2.png 342KB  PNG File 26-12-2024 10:33:54
[8] head1.jpeg 59KB JPEG File 26-12-2024 10:33:54
[8] head11.jpeg 6KB JPEGFile 26-12-2024 10:33:54
[5] home_page_drop_down_default_removedbg.png 44KB PNGFile 08-01-2025 15:18:37
[5] home_page video_background_image.jpeg 202KE JPEG File 08-01-2025 22:52:23
5] homepage_dropdown_1.jpeg 63KE JPEG File 13-01-2025 17:08:07
© index.html 1KB Microsoft Edge H..  30-06-2025 22:59:53
[8] india_flag.PNG 22KB PNGFile 26-12-2024 10:33:54
[5] logo192.png 6KB  PNG File 26-12-2024 10:33:54
5] logo512.png 10KB  PNG File 26-12-2024 10:33:54

manifest json 1KE JSONSourceFile  26-12-202410:33:54
8] menu_header_1jpeg 39KE JPEG File 26-12-2024 10:33:54
[5] RightArrowimage jpeg 28KB JPEG File 26-12-2024 10:33:54
5] robots:txt 1KB  Text Document 26-12-2024 10:33:54
[5] rotate-removebg-preview.png 35KB  PNGFile 26-12-202410:3354
;‘ > < >
0B of 243 MBiin 0 of 34 0Bof0Bin0of2

SFTP-3 . 1:08:58

Check RHS and navigate to backend directory
Delete only the following specific files in backend
e models.py
e serializers.py
e urls.pv
e Vviews.py
e admin.py

Do NOT delete the following
e requirements.txt

e settings.py
e migration files

And merge the new migration files (if new migration files are present)


http://models.py
http://serializers.py
http://urls.py
http://views.py
http://settings.py

,,,,,,,,,,,,,,,
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- Open putty and give password

L 2K 2R 2R 2R 2R BN 2

*

cd /root/ (navigate to root directory)

cd /var/www/html/ (navigate to backend folder)

cd project_directory/ (navigate to specific project eg cd nair/)

source env/bin/activate (activate virtual environment)

cd backend/ (navigate to backend folder)

python manage.pv migrate (if migration files are present)

gunicorn --workers 3 --bind o0.0.0.0:port_number backend.wsgi --daemon (eg gunicorn
--workers 3 --bind 0.0.0.0:8013 backend.wsgi --daemon To start server in backend)

We can runserver using python manage.pv runserver o0.0.0.0:port_number (eg python
manage.py runserver 0.0.0.0:8013 This command is used to start the Django development
server, typically for debugging or to verify that the backend is functioning correctly, Press Ctrl
+ C to stop the server)

service nginx restart (To start nginx server)

Now check both frontend & backend in browser



http://manage.py
http://manage.py
http://manage.py

